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"The social cost of the large number of accidents caused
directly by the use of machinery can be reduced by inherently
safe design and construction...”
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"Experience with the application of Directive 2006/42/EC has

shown inadequacies and inconsistencies in the product
coverage and conformity assessment procedures..."
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EN ISO 3691-4:2023 Industrial trucks — Safety requirements and verification-Part 4: Driverless
industrial trucks and their systems

EN ISO 13849-1:2023 Safety of machinery - Safety-related parts of control

systems - Part 1: General principles for design

EN1175:2020 Safety of industrial trucks -Electrical requirements - Part1: General requirements for
battery powered trucks

EN ISO 12100:2010 Safety of machinery -General principles for design- Risk assessment and risk
reduction

EN 60204-1:2018 Safety of machinery - Electrical equipment of machines - Part 1: General
requirements

Note: IRIEEEEZ RSB /3 &0J (April 16, 2020), MDIES X MEVNEINE SR E ELME T RERINEEN 1525:1997,
FTHEEN 1SO 3691-4:2023 (EU) 2024/1329 Directive 2006/42/EC
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EINSTEIN score’

Hokusai score'”

Seiler et al.'®

IMPROVE'® "

RIETE"

Kuijer et al. 1

- + et gy £ s e st e IS——
rial hypertension (1); anaemia (1.5); previous
bleeding (1.5); age =60 (1.5), renal dysfunction
(1.5)
6 Rivaroxaban (vs. VKA); age; Hb; male sex’; Black  NR
(vs. Caucasian); Asian (vs. Caucasian); history
of CVD
5 Female sex (1); APT (1); L[Hb (1); history of hy- 0 (1.4%%) (1.1%")
pertension (1); SBP > 160mmHg (1)
7 Previous major bleeding (1); active cancer (1); 0-1(1.4)
low physical activity (2); anaemia (1); throm-
bocytopenia (1); APT/MNSAIDs (1); poor INR.
control (1)
10 Active Gl ulcer (4.5); Recent bleed (4); [Plt (4); <7 (2.7%)
Age >75 (3.5); Hepatic/renal failure (2.5 each);
ICUICCU admission (25); CV catheter (2);
Rheumatic disease (2); current cancer (2);
Male (1)
6 0(0.1%)
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INTERNATIONAL ISO/IEC
STANDARD 22989

First edition
2022-07

Information technology — Artificial
intelligence — Artificial intelligence
concepts and terminology

Technologies de l'information — Intelligence artificielle — Concepts
et terminologie relatifs a l'intelligence artificielle

Al NIEETVESE T - S BENX

Better Tech for Better Future '“
MUINIK



ISO/IEC 42001:2023

EEN AISBARRKERRE

RIENR AAIRIER, AEA TERRANTR. B / \

=

HiEE LT, " A
oS
ole .

< >
ET PDCA BB IRIELE

1R (Plan)- 3CiE (Do)- 182 (Check)- 2O (Act) BUIFEEX
S,

ZUHENRNES

MEREEHE. ER%e. RAWRIPSZHEER, T
EHENXEEE,

Better Tech for Better Future '“
MUNIK



ISO/IEC 5338:2023

sdany

ERHTSRALDRIT, B Al RO EAFRILIGRS

T A&EI
HiEEE. BRIGSRE, BREIESRITER

EREERAL

RS LEERE, THEIE T IMERITEENT 13

YA
FHRRelsiE SRS, BRRFRETRIZT

EFTUER
RN SRIL, BRIV STREUABAR

Cutpant
ot ot Ctput EEE =
& dditi "
W Mapping from Mapping from layers of more
utput
features
Hand-
designed deesigmed Features Simple
PTrOgralm featwres
Inpat Input Input
- . Creep
Classic learmning
machine
learning HRepresentation

learning

1.5: RiPEE R T AL RS0 DETEA WA AL FR il fh oS PHBHE Fon BEM,

R L E R O

Better Tech for Better Future '“

MUNIK



NS EE SERRENE

ISO/IEC 23894: Al R

7NMER X B B TR -
. HIEINE: FIEBXTS S5 NIRE]
. SEERE: PRRRLFSNRHEE
. RBEFE: BXEEERSHm
. RBSRINS : IR SEHIEE
. Feiists: SERTERERNBGERL

. TEER: BuNRiRSHEIHEER

HIERE GRS - R A REMARE

Z3 1so/EC 5259 75 BEREIRE
20 i SIEERISH:

. TEM: HEFREEE 298%

. HERE . KSR 295%

. DTRlRE: FHED TR
. RIS HOEEIRTER
. —Eit: EVRAOE—EIE

i EHHIEN

- BURRRTNEN: BUSSEMIRER SRS

- FeRARIPSRBIME: GDPR  SAMERHALUEMETE
- EESNEHK: MRS SRR RITETTE

Better Tech for Better Future '“
MUINIK



N AR SIIRERE

@ ISO/IEC 5339: Al N AL HAEZE
Bt Al RASEREEISIESE, BENEROFTEIERISIT
e,

©  FREXSTERE
° RERIFSEREFR
°  IBIE BESEHENE

@ ISO/IEC TR 5469: EELZ £IERE
S Er e Al REMSHER, RSN e s
BT,
BN RALTEHE

EFigHT Al IBEBILE
TIHEFIRAAISIER 2R

St&gRerrErIE

ISO 26262 IEC 61508
NEREREINE TU=FIRGZRE

IEC 62304

ETRERGRE

Better Tech for Better Future '“
MUINIK



IOIESRS L E R

ISO/PAS 8800:2024 TetnEL ISR

Al Le4ipEEA

BB Al REIRERRSREER

ZRMRIT
EFE A A, BESEERSEOWE

HEEE
TR |15 EUERER S ST

SRR
RSN S ST 1ERE

HE I
FEERNRGIAS, EHEEE

Rii=3 )i

REMERA

- SIEREGERS

- BERRRT

o X Al REAZIIGIE

AR
- (ERFETREE
o ERRLTHIBGIR

hgER =
- ¥TAIIFEIERS
- TBFIEEZH

BEARS
o SEEAGNHLE
- EEEHTREETE

1TV sSERZRA

ERISE
ERERBONEFE, WESHREHR

MUNIK

LS 1S026262 5 8800 i#tfE, 3k DEKRA £
Bk AR RFEIAIE

TEE
5 1S026262(ASIL &% ). ISO
21448(SOTIF) LR BN 2R

Better Tech for Better Future '“
MUNIK



AIREEVRER,

=N

@ =5E - maARE

TN =

42006INIEHDSE (5B=

FanEHA.

42001#z/0MEZR (HERY

FHHER)
<IER

NieEE, HERESFT
G733

EEFRE
REER)

Hit=

22989 SANIEINE (RR—IESEN)

8 =ErxRE-A

rhesE . @ =we-mAsus @ AER

A

Better Tech for Better Future '“
MUNIK



tEEEE RS

ﬂfi{z’g?iﬁ&A Cluster 5

42001 BES|BEmERE. XIREE. #MERESEIUNE, 7
SRRy AlRIEIEZR,

X &S

HIERE (5259) SXREE (23894) thREILIE, HEHEHIEERL
SHIEREN.

EimfEE4h

£BEEtE  (5338) SMAIER  (56339) BAh, SLIMIMNAAEIEE
NEeREETE,

ﬂﬁ?ﬁi;z'fgm

INeELeIER (TR5469) BE#NEmNZEW. EFiZWiEaBiiging
=H,

Better Tech for Better Future '\‘
MUNIK



Al NIET7EE KK T

el=F R HmEEMENX TIMEERR
B=FNLERATIZESUER, &7 BRER AliEZREFZMEEHIESTEIT SR ETFREECHETINES,
RIMEESHIHRS ] E, BR A RZRENR T ERSAREE

© INEHERRRAE NS - B A RGEHIAE © B2B WSEABERH
 EEESEESRINE " BRHEELTSANNE © SRR

- EHEERtS © BREEUSEARY . EEAGY  AIRREE

Better Tech for Better Future '“
MUINIK



AN AIEFEEKAY

EIRRFRIAL

ISO/IEC 42001 HZR%Z% Al;5TEEE
yA S

o BEGTERIRIGITE
o NpSEERARREZ
o AMMRENIIE

FZ

m [ RGFAIE

K5 Al N IR 1ERETAS

B ERRAL LN
Efrish ADERBIEIE
Tllb=H R GRS TS

ARSSIAIE ARIAUE

AIRRSZEIESEIGIE AL A RBEN S RITRE

o ZEpEl AIIRSREFZ

BiETEmEEIIANIE

o EXERAEIIIE o AfCHEEZERR
o FAPRERARIPIEMY o RAERSIHHIMAIL

= e
=
W~
—
= L
= -—

Better Tech for Better Future '“

MUNIK



TAIESERE ARk

A A R RE TN EHELE e FTAIRANIR AR
Al RAEPEDRASIETER, IR SO IRURELS, ERES AERSRRARARIP RS, W
N SNEHERAER T AR

© EREL AlCERFHMEIEZRERK

©  ERMRBURRIREMELIBER ©  IREERBAEIHEIRE © SESERER T ERG —
* HIEEMSTEERE © HIESMRNSERIEAAZ © XIS
©  ERXRSBEXURE ©  BREBMERGATTE ©  EEMUHEERET

Input Blackbox OQutput

Better Tech for Better Future '“
MUINIK



Bk SN

Hedk

SIS EENK
IR SIS, RN AR

BIEEEREN
GDPREALEZENREIEK, EINEUEIESZY Y

PARSEHERA
B NERFEFIRAARERRHERANEREK

FEAINY

BHERS L

EERELPENNEIFF AR, BESHNXE
e RTAIZEFE
BIRARGEEERELE, weBEEERK
e SE=HEHEIT

EX fSidlfareasitE, EaEaSMa(EE

Better Tech for Better Future '“

MUNIK



et
[T

1o

) h maac

IBREBAFIIED vE

|gpERREEEE]

u’-!-ﬂ;: b




Fast-Track to Functional
Safety with Certified =
Software Tools |

Brendan Pan (i&E£)

July 23, 2025




Agenda

Functional Safety and Standards

Requirements for software tools in IEC 61508
IAR Solutions for [IEC 61508
Latest update

Summary and Q&A



IAR Introduction
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Functional Safety and Standards



Standards for Functional Safety

« |[EC 61508 Industrial

Functional Safety of Electrical/Electronic/Programmable Electronic
Safety-related Systems

« |SO 26262 Automotive

Road vehicles — Functional safety

« |[EC 62304 Medical

Medical device software — Software life cycle processes

« EN 50128 EN50567 Raill

Railway applications — Communication, signaling and processing
systems - Software for railway control and protection systems

« Other: ISO 25119/ISO 13849 |IEC 62061/IEC
61511/IEC 60730

IEC 61800-5-2
Electr. Drives

IEC 61513
Nuclear Sector

EN 50128
Railway
applications

IEC 60601
Medical
Devices

IEC 61511
Process

Industry

IEC 50156
Fumnaces

ISO 26262
Automotive

IEC 62061
Machinery




Start from |[EC 61508

« deals with functional safety
« Safety: freedom from unacceptable risk

» Functional Safety: part of the overall safety relating to the EUC and the EUC control system that
depends on the correct functioning of the E/E/PE safety-related systems and other risk reduction
measures



Start from |[EC 61508
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« forms the basis of other functional safety standards including ISO13849



Start from |[EC 61508

e deals with
e forms the basis of other functional safety standards including ISO13849

 categorized as random hardware failures or systematic failures

« random hardware failure: failure, occurring at a random time, which results from one or more of the
possible degradation mechanisms in the hardware

+ systematic failure: failure, related in a deterministic way to a certain cause, which can only be eliminated
by a modification of the design or of the manufacturing process, operational procedures, documentation
or other relevant factors



Start from |[EC 61508

» deals with
e forms the basis of other functional safety standards including ISO13849
e categorized as or
» defines a set of Safety Integrity Levels (SILs)
« How often can we tolerate the safety function failing?

SIL Probability of Probability of
failure per hour failure on demand
(continuous operation) (on-demand operation)

1 > 10~° to 10~° >10"2t0 101
2 > 107 t010~—° > 103 10102
3 > 1078 to 1077 > 104 to 1073
4 > 10~ o 10™® > 107° t010™*



Start from |[EC 61508

» deals with

» forms the basis of other functional safety standards including 1SO13849
» categorized as or

e defines a set of (SILs)

* defines sets of:
* Processes—e.g., impact analysis, regression testing
« Techniques—e.g., (semi-)formal methods, boundary value analysis
» Tools—e.g., certified code translator, coding standards, fault tree analysis
that are not recommended, recommended or highly recommended at each SIL.



IEC 61508 Overall framework

o o W

General Requirements. Concept, hazard and
risk analysis.

System & Hardware.
Software.
Definitions.

Methods for determining Safety Integrity
Levels (SILs).

Guidelines for applying parts 2 and 3.
Techniques and Measures.

Technical Requirements Other Requirements

Part1
Development of the overall
safoty

fcancept scope, defstion,
hazard and risk anafysis)
Al

Tin7s Pari 5
E xarmgle of methods
for the deter mina i on
of safety inmgrity
Part 1 -

Niocation of the safety requersments
tothe E/EFPE sak ity mwisted sysems
e

[ Partd
Definitiorns
abblrevistoms

Part1
Ooc umentaton
Qause
Aonax
Part 1
Mara o ment of
furc s onal salety
s,

Part 1
unctianal sakety
s se s e
-

toe triques asd

Figure 1 - Overall framework of the IEC 61508 series




IEC 61508 Overall framework

Technical Requirements Other Requirements
1. General Requirements. Concept, hazard and o et (ot
risk analysis. R X
. System ardware. . — i =
3. Software. i e
4. Definitions. o _
5. Methods for determining Safety Integrity T =T | L=
Levels (SILs). LA O "'I
-:'l::hd - wotware
6. Guidelines for applying parts 2 and 3. I = [ o
Techniques and Measures. R
11
Independent from the Safety Integrity Level, it has the requirements {-J_S:-s?:?,;-';
for the development tools in all functional safety standards o

Figure 1 - Overall framework of the IEC 61508 series



Requirements for software tools in IEC 61508



IEC 61508 Software V-Model

* Requirements for software tools

are ma|n|y Covered |n 7.4.4 EIEI:.:':ty;tetm [src;f;wu?r;;‘s:;:stj Validation Validation \s/:m::
« . requirements
Requirements for support tools, sonliition -
including programming
- Integration testing
languages” (IEC61508-3) ‘ Sofware | =] (components,
. E/E/PE system | 4l | architecture progyrammable
« Focus on the off-line software S

tOO I S Software |@------------=----mn- Integration
system design testing (module)

Module
testing

——» Output :
—----% Verification —n[ Coding ]_




General requirements for Tool qualification

Identification
+ ldentify tools that are appropriate for the specific application and meet the required safety integrity level

Classification

« Classify tools based on their impact on safety-related functions. It helps determine the level of scrutiny
and validation needed.

Specification
+ Define tool's behavior and usage constraints

Assessment
» Assess whether the tool meets its specification, check compliance, and identify any limitations or risks.

Validation
» Perform validation activities to ensure the tool conforms to specification.

Configuration
« Implement configuration management for the tool's and keep track of known issues with the tool.



Requirements for software tools in [IEC 61508

Identification « 7.4.4.2 Software off-line support tools shall be selected as a
coherent part of the software development activities.

NOTE 2 Appropriate off-line tools to support the development of software should be used in order to increase the
integrity of the software by reducing the likelihood of introducing or not detecting faults during the development.
Examples of tools relevant to the phases of the software development lifecycle include:

a)

b)

c)
d)
e)

f)

transformation or translation tools that convert a software or design representation (e.g. text or a diagram)
from one abstraction level to another level: design refinement tools, compilers, assemblers, linkers,
binders, loaders and code generation tools;

verification and validation tools such as static code analysers, test coverage monitors, theorem proving
assistants, and simulators;

diagnostic tools used to maintain and monitor the software under operating conditions;
infrastructure tools such as development support systems;
configuration control tools such as version control tools;

application data tools that produce or maintain data which are required to define parameters and to
instantiate system functions. Such data includes function parameters, instrument ranges, alarm and trip
levels, output states to be adopted at failure, geographical layout.



Requirements for software tools in [IEC 61508

. » Tools impact on the executable code (3.2.11 in IEC 61508-4)
Classification

% Tool Definition
Class

Tools which generates no outputs which can
" T1 directly or infjirectly contribute to the executable Yoxi Editor
code (including data) of the safety related system

Tools which supports the test or verification of the
design or executable code, where errors in the

T2 tool can fail to reveal defects but cannot directly
create errors in the executable software

Static
Analysis Tool

Tools which generates outputs which can directly
T3 or indirectly contribute to the executable code of
the safety related system

Compiler



Requirements for software tools in [IEC 61508

. « 7.4.4.4 All off-line support tools in classes T2 and T3 shall have
a specification or product documentation which clearly
defines the behaviour of the tool and any instructions or

* Specification constraints on its use.



Requirements for software tools in [IEC 61508

. « 7.4.4.5 An assessment shall be carried out for offline support
tools in classes T2 and T3 to determine the level of reliance
placed on the tools, and the potential failure mechanisms of the

’ tools that may affect the executable software. Where such failure
« Assessment mechanisms are identified, appropriate mitigation measures shall
be taken.



Requirements for software tools in [IEC 61508

. « 7.4.4.6 For each tool in class T3, evidence shall be available that

the tool conforms to its specification or documentation.

Evidence may be based on a suitable combination of history of

’ successful use in similar environments and for similar applications

5 (within the organization or other organizations), and of tool validation
as specified in 7.4.4.7

Validation
« 7.4.4.7 The results of tool validation shall be documented covering

the following results:
a) a chronological record of the validation activities;
b) the version of the tool product manual being used;
c) the tool functions being validated;
d) tools and equipment used;

e) the results of the validation activity; the documented results of validation shall
state either that the software has passed the validation or the reasons for its failure;

f) test cases and their results for subsequent analysis;

. . .
g) discrepancies between expected and actual results. LG



Requirements for software tools in [IEC 61508

. « 7.4.4.15 Where off-line support tools of classes T2 and T3
generate items in the configuration baseline, configuration
management shall ensure that information on the tools is

* recorded in the configuration baseline.

. « 7.4.4.16 Configuration management shall ensure that for tools in
. classes T2 and T3, only qualified versions are used.

« Configuration



Specific requirement for Translator

« 7.4.4.10 To the extent required by the safety integrity level, the software or design
representation (including a programming language) selected shall:

a) have a translator which has been assessed for fithess for purpose including, where appropriate,
assessment against the international or national standards;

b) use only defined language features;
c) match the characteristics of the application;
d) contain features that facilitate the detection of design or programming mistakes;

e) support features that match the design method.



Support Tools & Programming Language

« Tables of recommended and highly-recommended tools and techniques. From IEC 61508..

Table A.3 - Software design and development —
support tools and programming language

(See 7.4.4)
Technique/Measure * Ref. SIL 1 SIL 2 SIL 3 SIL 4
1 Suitable programming language C45 HR HR HR HR
2 Strongly typed programming language C4.1 HR HR HR HR
3 Language subset C4.2 --- HR HR
4a | Certified tools and certified translators C.4.3 R HR HR HR
4b | Tools and translators: increased confidence from use C4.4 HR HR HR HR




Certified Tools and Certified Translators

C.4.3 Certified tools and certified translators

NOTE This technique/measure is referenced in Table A.3 of IEC 61508-3.

Aim: Tools are necessary to help developers in the different phases of software
development. Wherever possible, tools should be certified so that some level of confidence
can be assumed regarding the correctness of the outputs.

Description: The certification of a tool will generally be carried out by an independent, often
national, body, against independently set criteria, typically national or international standards.
Ideally, the tools used in all development phases (specification, design, coding, testing and
validation) and those used in configuration management, should be subject to certification.

To date, only compilers (translators) are regularly subject to certification procedures; these
are laid down by national certification bodies and they exercise compilers (translators) against
international standards such as those for Ada and Pascal.

It is important to note that certified tools and certified translators are usually certified only
against their respective language or process standards. They are usually not certified in any
way with respect to safety.



Language subset and static analysis

C.4.2 Language subsets

NOTE This technique/measure is referenced in Table A.3 of IEC 61508-3.

Aim: To reduce the probability of introducing programming faults and increase the probability
of detecting any remaining faults.

Description: The language is examined to determine programming constructs which are
either error-prone or difficult to analyse, for example, using static analysis methods. A
language subset is then defined which excludes these constructs.



Language subset and static analysis

Table C.1 - Recommendations for specific programming languages

Programming language SIL1| SIL2 | SIL3 | SIL4
1 ADA HR HR R R
2 ADA with subset HR HR HR HR
3 Java NR NR NR NR
4 Java with subset (including either no garbage collection or garbage R R NR NR
collection which will not cause the application code to stop for a
significant period of time). See Annex G for guidance on use of
object oriented facilities.
5 PASCAL (see Note 1) HR HR R R
6 PASCAL with subset HR | HR HR HR
7 FORTRAN 77 R R R R
8 FORTRAN 77 with subset HR HR HR HR
9 o R - NR NR
10 C with subset and coding standard, and use of static analysis tools | HR HR HR HR
1 C++ (see Annex G for guidance on use of object oriented facilities) R - NR NR
[ 12 C++ with subset and coding standard, and use of static analysis HR HR HR HR
tools (see Annex G for guidance on use of object oriented facilities)
13 Assembler R R = -
14 Assembler with subset and coding standard R R R
15 Ladder diagrams R R R R
16 Ladder diagram with defined subset of language HR HR HR HR




Why using Certified Tools?

|dentification

Classification

Specification
Assessment

Validation

Configuration



Why using Certified Tools?

+ |dentification » Self-validation
; : « 6-12 months of engineering effort
» Classification » 2-4 full-time engineers
« Specification » external assessments, documentation, and certification audits
« Comprehensive estimates : $150k~300k per project
« Assessment
 Validation
+ Configuration



Why using Certified Tools?

+ |dentification » Self-validation
, , « 6-12 months of engineering effort
* Classification e 2-4 full-time engineers
- Specification » external assessments, documentation, and certification audits
« Comprehensive estimates : $150k~300k per project
« Assessment
» Validation - Certified tools mean
- Configuration « Certification included thorough assessment of development,

testing, and support.

» Tool is certified for safety-related applications per functional safety
standards.

* No need for self-evaluation or compliance testing; third-party
accredited body has certified it.

» Focus on product development to accelerate safety product
development and certification.



AR Solutions for IEC 61508



Functional Safety Certified Toolchain

» Certified toolchain

« A special functional safety edition of IAR
Embedded Workbench/Build Tools

« Simplified validation
« Functional Safety certificate
« Safety report
« Safety guide

« Guaranteed support through the product
life cycle

* Prioritized support

« Validated service packs

+ Regular reports of known problems

@ CERTIFICADO @ CERTIFICAT

PTUOWKAT

* CE

CERTIFICATE

No, Z10 DR4282 0015 Rev, 09

Molder of Cenificate: MM'M

Certifcation Mack:

" WG o

*E':

P N

Report

-

Certificate
Z10 084282 0015 |

e
Saoftware Tool
IAR Embedded Workbeach for RISC.)

Agpi set

AR e ab

TN 300 Pratunt Sawas On

e —
4L e e kS —— . G -

Arm Functional

y Safety Partner
AN

Software & Tools

o)

IAR Embedded
Workbench

Safety Guide

@IAR



Broad Coverage of Standards

Arm

RISC-V

Renesas
RL78

Renesas
RX

Renesas
RH850

STM8

Industrial

IEC 61508

Automotive

ISO 26262

Railway

EN 50128
EN 50657

Medical

IEC
62304

Agriculture &
forestry

ISO 25119

Machinery
control

ISO 13849
IEC 62061

Process
industry

IEC 61511

Household
appliances

IEC 60730



Functional Safety Release cycle

ERLU:RE 9.50.3 - Functional Safety Edition
9.40.x

9.32.x

RS 29.20.3 - Functional Safety Edition

9.10.x
AR 8.50.10 - Functional Safety Edition

8.42.x
LR 8.408.3 - Functional Safety Edition @

8.32.x

Arm s

* A new Functional Safety Edition is generally released every 12~18 months
- Functional Safety editions come with toolchains certified by TUV SUD
« Upgrade path conveniently allows active customers to move forward to newer releases

LA



C-STAT: Static Code Analysis

« Ensure C and C++ code quality throughout
the development cycle

» Checks code compliance with
« MISRA C (2023, 2012, 2004)
« MISRA C++ (2023, 2008)
« SEI CERT C (Secure Coding)
« CWE (Common Weaknesses Enumeration)

« Detailed list with context-sensitive help
« Full analysis report generation

« TUV SUD certified version available
* Arm, RISC-V and Renesas RL78
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C-RUN: Runtime Analysis

+ Takes the debugging experience to the next - Sy
level, by automatically equipping your C and [P
C++ code for quickly detecting preventable Ee—— e [ B2 B
Oetniaten e v e | weseages 4 B b ';‘"_':_. == 7“_:;\ng~
errors such as b " I TR
: ) . . _ It E:E:m:uo‘:.zmuonu«mmtuueuummumuam "E.'il",w _3‘;‘,”7;,” ;'::::;m
+ Bit losses in shifting operations rET et hi—— o For S || S
(el _man & Oned] 4t E;'W‘:";'m —
. BUﬁer overﬂow 7 .—-ii:ewx“:g::;oouoummt Sppest to ba the start of 5 has E{‘ﬁ::‘e :?::%‘"::"";mfl
Hesg¥urs: | PE e
* Division by Zero : Cowtmse + 0 oo
= 1 :-:n At ‘ T::.:u;;::;".‘:'ool:ﬂwﬁm( appear te De the start of 2 hea ioe. = E Ly
« Heap memory corruption and leaks t?mi | e TS e e
—::\:ng Al oa _,-:."j,: E "[_“(.:l_man ol eap.c 308:3-13
° W e 2 i P s ol s W_
Out-of-bounds access for arrays and objects || FRR Beasoo o
» Type casting inadvertent value changes AT | iy il —
E? ; __1 N s Hep.C 302131
+ Available for Arm and Renesas RX targets Lol -
. .l P
« Evaluation hands-on quide available | Dl R
T -




|IAR Build Tools — Ideal solution for CI/CD workflow

« Deployable on typical CI/CD environments
Self-Hosted & Cloud-Hosted # Build

> iarbuild project ewp —build Release

« Cross-platform
*  Linux (Ubuntu,RedHat)

«  Windows

¢ Static Code Analysis (C-51A1)

» COmmand-line tOOIS iérbuild project evlvp —cstat_analyze Release
«  Compiler, assembler, linker, etc.

« |AR Command line build utility (iarbuild)

# Runtime Analysis (C-RUN)
' C-STAT & C-RUN > CSpyBat __ —rtc_enable —debug-file=/path/to/executable out

« CSpy for non-interactive debugging

« Used in automated tests

# Hlash the target
> CSpyBat __. --download_only —-debug-file=/path/to/executable out




IAR DevOps Workflow

© prepace b X . ¢ © build-Morary ! . * © bulld-project s . . ® crun-project . ¢ O deploy
ﬂ —_ —_— . opect-on-hw
-

A [ D: runner runner runner m
IAR License
Service
D Cloud ‘ 2> IAR Embedded Workbench & AR Build Tools
On-prem *J Visual Studio Code C1 IAR License Service



Out-of-box container images

> Code © Gmums 1N Pulirequests © Acors [ Proecs [ vk @ Secuty 1 inwights

O Wisystems | containers Q Type(7) 1o sea

= containers Pl © Waren

P = P 1o © 8 a e T

@ Felipe-iar Wi syrerhanize device support with upstnsa IS Sdeys sge ) 86 Commns
B gsdyworkfions Wt syrcihiondae devico support with wupstream } days ago
[ UCENSEmd Revomp to /contamars 2 months ago
[) README mmct Update README.md 2 wiwks ago

0 README 8 Lcerne r4

IAR Cloud-ready Container Images

3 important

Container images’| automatically generated from this repository are bullt from the corresponding IAR Releases
on GeHub and are readily available via GitHub Packages These are based on the latest IAR Platform and are
tailored for evalustion in doud-based enwiranments and modern development workfiows.

containers / github / workflows / (&

. m wt synerhonize device support with upstream

]

e

windows
arm-linecyrd
arm-wandows yml
riscy-lnux yend

ey -windows.yml

0D OO oo R RN

rA78-Finux ymi

o)

M78-windows.yrmi
0 nefimocyml

[ mcwindons ymi

(P e

Add Rerwsas 5201 (1)

Add Renesas 5.20.1 (341)

wi syncrhonize device support with upstream
wi syncrhonize devioe support with ugstream
Add RISC-V 340.1 (#40)

A RISC-V 340, (%40

Add Renesas 5201 (#41)

Add Renesas 5.20.1 (#41)

Add Renesas 5201 (#47)

Al Renecas 5201 (94Y)

Source: https://github.com/iarsystems/containers/
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The |IAR Platform

User-based licenses Capacity-based licenses
clicD clicD
Runner Runner
Developer ! ﬂa—l
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Architectures

One unified
ecosystem

Code quality
and compliance



Summary

 All functional safety standards have
corresponding requirements for software tools.

« Use certified tools can significantly accelerate
the functional safety product development and
certification.

* |AR offers a comprehensive functional safety
solution covering compilers, code analysis, and
CI1/CD automation.

* The latest IAR Platform provides full access to
all IAR solutions.
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Parasoft C/C++test
ZHT

mBiE/R T Bo-pB-zERO HIM, B person-

>daysWorkedInPassedMonth aEERTE, XESSEUTTEREFRY
RAERLIFAER.

® OpenAl (W decpseel

—iBERKZRIEIN

displayPersonalInfo(Person *person)

printf(“Name: %s\n", person->name);
printf(“Salary: %d\n", person->salary);
if (person->daysWorkedInPassedMonth != @)
{

printf("Day's pay: %d\n", person->sal:

printf("Day's pay: N/A (days worked i:

HEEHHFNTE person->daysiorkedInPassedMonth 7~/9ZHT
PITBRARE, NmERERUAFAER,

AMNEERIRIE, SEEERRRIA)E
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1. Vocabulary

2, Management of functional safety

2-5 Overall safety management

2-6 Project dependent safety management

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase

3-5 Item definition

3-6 Hazard analysis and risk
assessment

3-7 Functlonal safety concept

4, Product development at the system level

roduction, operation,

eral topics for the product
nt at the system level and testing

4-7 System and item integ

service and
decommissioning

4-8 Safety validation

12, Adaptation of ISO 26262
for motorcycles

12-5 General toplcs for adaptation
for motorcycles
12-6 Safety culture

12-7 Confirmation measures
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7-5 Planning for production,
aperation, service and
decommissioning

7-6 Production

7-7 Operation, service and
decommissioning

ation of
ements

12-8 Hazard analysfs and risk
assessment

12-9 Vehicle Integration and
testing

12-10 safety validation

11 Testing
verification software

8. Supporting processes

8-5 Interfaces within distributed developments

-9 Verification

#-14 Proven in use argument

-6 Specification and management of safety
requirements

#-10 Documentation management
8-11 Confldence In the use of software tools

8-15 Interfacing an application that is out of scope
af 150 26262

#-7 Conflguration management

#-12 Qualification of software components

#-8 Change management

8-13 Evaluation of hardware elements

8-16 Integration of safety-related systems not
developed according to 150 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

9-5 Requirements decomposition with respect to ASIL tailoring

9-7 Analysis of depend

ent fallures

9-6 Criteria for coexistence of elements

9-8 Safety analyses

10, Guidelines on IS0 26262

11, Guidelines on application of IS0 26262 to semiconductors
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<<ISO 26262-6-2018 Part6>>
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<<ISO 26262-6-2018 Part6>>

8.4 AL EIR M B TR T FISSH AR TR .

PARASOFT BI8ES

Design principles for software unit
implementation, e.g.
Initialization of variables, No implicit type
conversions, etc

(BT EIAVIZIT RN, fFign
TERWIBK, RBRIKEER, FF)

BRSO

« MISRA Gy

« MISRA c++#0
« MISRA C 2012
« MISRA 2004

- ElfthimE

<<ISO 26262-6-2018 Part6>>
8.458E 7 I ER M B TR T SR EIETT .

PARASOFT BY8EH

(=R SEAYIRLHRI)

=55 PARASOFT HBI8EHD
Enforcement of low complexity REBEENE, BEXEHRE, Halsted SZ¢
(RS ERISLHE) EFIEAMIEER
Use of Ianguage subsets SCHEfRIBTNE, HIAIIENALZSANESS
Enforcement of strong typing o A
(ERSTIE) R
Use of defensive implementation RIBIE SR RIDIRERN, SErERhEM SR
techniques 2, fFlulteEmallocBNRENE, 1EHRER
(fE ARG AEN 4 SCERIA) REREIRERCIDESE,
Use of well-trusted design principles SChE TN SRR ERINIEE, BIZIMISRA

C/C++, JSF, HISEREEEZE,

Control flow analysis

(F=HRIHT)

$EHlR O

Use of unambiguous graphical
representation

({E FERRRRYE R )

HFUTHRERIEIULLIE

Data flow analysis

Use of style guides

HFUTHFERIRASLYTE

(sEFAtEziEm)
Use of naming conventions .
(EEHBLE) HATRENSRBAE

I Ve N VAN
(SRR ) AR
Static code analysis . s 1
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Inspection of the source code DTPE S EATNE
(REIRE) =
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Unit test execution BT B THE bR Analysis of requirements Parasoft DTPiE{t ¥ HKEUAEFOTEKE
(BT HT) SREIEH TR (FKDHT) MY AT ERER %
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RIEEEXAIRB TR BECERIERTTINHAERY | |Generation and analysis of equivalence Ei%f‘;i;; RS R TR R
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Requirement-based tests  MIHFIZE KA EI mTIE B
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Table 3 — Determination of the Tool Confidence Level (TCL)

)I'_"I—

£ \E-/HI'J(Tl)ﬂII

=[S0 262620 T B

TEHigix

1 4S7F (Qualification)

ML (TD)HREER (A
EBER B RORIRGIR ¢ TRETT R R SR E S TR R SIS A EFEE,

l«‘)\@EIETﬁ#LﬁISO2626Zﬁ)?%%‘?ﬁ’\];ﬁﬂﬁﬂﬁ%Hﬁ%%%'uo

Tool error detection

TD1 TD2 TD3
TI1 TCL1 TCL1 TCL1

Tool impact
TI2 TCL1 TCL2 TCL3

Table 4 — Qualification of software tools classified TCL3

T

B EEREEERE(TCL)

E/
TE= o

" T Bt

ASIL
Methods
A B D
la |Increased confidence from use in accordance with 11.4.7 ++ ++ + +
1b  |Evaluation of the tool development process in accordance with 11.4.8 ++ ++ + +
1c Validation of the software tool in accordance with 11.4.9 + + ++ ++
1d |[Developmentin accordance with a safety standarda + + ++ ++

a No safety standard is fully applicable to the development of software tools. Instead, a relevant subset of requirements
ofthe safety standard can be selected.

EXAMPLE

Development of the software tool in accordance with 1SO 26262, [EC 61508, EN 50128 or RTCA D0O-178C.

la: [FHATREEEE, KRB11.4.7
1b: TEFEREHY, %A811.4.8
1c: T EmpA, %AB11.4.9
1d: IKiETEetnEF A

BT TCFERIIGTESE
ASILA. ASILBIEFH1a, 1b/5E
ASIL C. ASILDJ&R1c, 1dA%
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Parasoft C/C++teste= B =A% (Qualification Kits)

RUFERSTCL3IFREXRNIEEEN, EMRHERE:
N

Tool Classification Report-- TES#ERE (TCR) ;
- IRIETIRE I RAIRE TENEEE

Tool Qualification Plan-- TE&&itk (TQP) ;
-- MR BRI R ER

Tool Qualification Report-- TE&FRES (TQR) ;
-- MR FNR FRUE RS FRROIR TS

Tool Safety Manual--TEZ2£F# (TSM) ;

-- BB T ELAMBRIERERTIR BRER

m Endorsement Statement for Functional Safety
s Software Testing Tool

Testing Tool: C++test
Tool Version: 10.4

SGS China Industrial department has selected and approved Parasoft C++test as our special
tool for functional safety assessment and testing. The verification tool fulfils the requirements
for support tools according to IEC 61508-3. The tool is qualified to be used in safety-related
software development according to IEC 61508.The certificate (No.Z10171175084004) and
relevant test report is a mandatory part of this Endorsement Statement.

Functional Safety Manager — Jianguo Wang

KW \Uma

02.09.2018
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ZERTIFIKAT & CERTIFICATE & :ZE

CERTIFICATE

MNo. Z10 075084 0005 Rev. 03

Holder of Certificate:

Certification Mark:

Product:
Model(s):

Parameters:

Tested
according to:

Parasoft Polska Sp. z 0. o.
Ki o 3

30-704 Krakow

Software Tool for Safety Related Development
CIC++test

Toal classificalion: T2 (ace. ko IEC 81508)

The werification toal fulfills e requisements for suppon locks
acoording Lo IEC G1508-3. The toal is qualiied 1o be used in
safety-related saftware development acconding fo IEC 61508,

EM 50126 and IS0 26262. Il is sustably validated Tor use in salety-
related development according io IEC GZ304. The iesi reparl is &
mandalory part of this cerlificale.

IEC 8§1508-3:2010

IEC 82304:2015

120 26262-8: 2018

EN 5012B:2011/A2: 2020

The produc was tested on a volunlary basis and complies with the essenizal requirements.

The cerification mark shown abowe can be alfixed on the preduct. It = nol permitied 1o aller the
cerification mark in any way. In addition the certification holder must not ransler the cenificate

1o hird partees. This cerificate i valid unlil the lizled dale, unless il s cancelled aaflier. Al applcable
requirements of the lesting and cerfifization reguiations of TUV S0D Growp have 1o be complied.

For dedails sea: wasas ILvauid oo pe-oarl

Test report no.:

Walid wntil:

Date, 2021-07-06
Page 1of 1

PRE3EIEC

2026-07-05

s
(AT

{ Chrigtian Dirmeier |

o

TUW S0D Product Senice GmibH = Certification Body + Ridersralle 65 + 81338 Munich + Germany
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ERIA (VIR ;}lI-IJOB }:' % & fer= EiiEE Baseline Buid | Target Build
: /5/A Default Project | Last 10 builds | First Build in Period
‘% =%
Violations - Violations per Assignee 1 B/ R - Compliance by Category

e Type: B Compliance: Parasoft
+ #HIE Compliance Category B /& H
1141 1141 =
14 14 MISRA2012-RULE-17_7. 9 14 Securty oo
. Performance 0/0
ar A X g
P Ss5ignee MISRAZ2012-RULE-15_6_b 12 Internationalization o
Assignees: 1 MISRA2012-RULE-11_5 12 Possible Buaos 00
= 14 MISRA2012-RULE-21_2_a 9 Memorv and Resource Leaks 0/0
ms s S‘f: -
= Severities - Categories
Compliance: Parasoft
# s 4 Severity 1 Compliance Category
0 0 Severity 2 Code Maintainability
0 0 Severity3 Miscellaneous
62 e Severtys SN e e s Ll
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0 +0 0 20 40 B0 80 100 120 140 LB
BE.
Violations S Authors & Modules =
Jowang =2 RO A
hello_speak
0 20 10 80 80 100 120 140
Build: N
STINE S
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Build Administration - Recent Builds - —
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S 2 Build Runs BEhait  EEEE Tests == gﬁﬁ ZR
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15l PARASOFT.

_ for— Target Build mEE
DEMO DEMO-2018-02-08 1

pray v {ETa v HE ~ | FEEE ~ | SEEl
AT .cxx 4 RESTFR: ‘myCurrentaccount’ JBETEIISERERIET 1 Felx
O Account.hxx 16 FB explicit XIS HRE Account’ 1 Felx

£

R
Mot defined

Mot defined

~ | Action

None

None

~ | IR v | i ~ | HIR
Undefined it INIT-06
Undefined C++ RIEHE CODSTA-CPP-04

1-2/12%8

#1include
#include

BaseDisplay. hux™

1

2

3

4 ATM::{\TM(Bank" bank, BaseDisplay* display)
5+ f

(3 myBank = bank;

7 myDisplay - display;

87

3

18 wvold ATM::viewaccount(int accountmumber, string password)

11+ {

12 if { !{myCurrentAccount = myBank->getAccount(accounthumber, password)) )
13~ {

14 myDisplay- >showInfoTouser("Invalid account™);
15 3

16}

17

18  vold ATM::filluserRequest(UserReguest reguest, double amount)
19+ {

28 if (myCurrentAccount)

21 switch (request)

22~ {

23 case REQUEST_BALANCE:

24 showBalance(); break;

25 case REQUEST_DEPOSIT:

26 makeDeposit(amount); break;

7 case REQUEST_WITHDRAW:

28 withdraw(amount); break;

29 1

3@}

31

32  wveid ATM::showBalance()
33~ {

Bi— T

RS | SXhE | EMEE | Taces | B | ENERE | RS

g
e | Felx
fmE: | Felx
sy | Motoefned v
i Action: None =
I RS /s | Undefined ¥
BIEAEER:
SIA#
22 =3

MFFRIfRE . KA (1) B
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Previous Next Violations selected: 1
—_— . Tests - DTP-polarion-8-1551815049892 - Results from
Prioritization Modification History Violation History Traces Documentation Details DTP
v o Passed  [4) &JHOL-538 - testSimpleAdd 0.000 s 2019-03-05 20:44
Assigned To: atrujilio X | » o Passed  [©) & JHOL-521 - lestMoneyHash 0.001 s 2019-03-05 2044
Comment: = o Passed (D& JHOL-528 - QA-Unit Test-2 - Itaration 0.005 & 2019-03-05 20:44
1
Test Case Verdict:
. o » " Passod
Suppress: Supprmes e salecied VIR n Suhenquen anslysle rne DTP Test Exglorer link: hitps:/i10.1.40.56:8443/grs/dip/explorersitest Pfilterld=28testCaseld=0bcd 2f1-3858-3709-5796- 36620086421
Reason (Required Test File Name: ExampleServietTest java
Test Mame: testTryThisd
4 Build Id: polarion-8
Author: deviest

Location: srcltastjavalexamples/sandats/ExampleServietTest java

-

Priority: Critical

Action: None » X Failed @ % JHOL-530 - testisZem 0.001 5 2019-03-05 20:44
Test Case Verdict:
X Failed
DTP Test Explorer link: hitps://10.1.40.58:8443/grs/dip/eccplorersitest Phlter d =2 &testCaseld=02614410-con 1-3600-a440-d062a0850d90
@ Test Fila Name: Money Test java
Test Mame: lestlsZero
Build Id: polarion-8
Author: deviest
Reference #: Location: sretestjavalexamplesiunitMoney Test java
Failure Category: Asserlion Failures
Faillure Trace:
Exception Type: java.lang.AsserionEror
Exception Message: java lang. AsserlionError at examples. junit MeneyTesl testisZero(MoneyTest java: 137)
& Apply to All Branches [liFV0 YA § )] Cancel Traces:
examplas._junit. MoneyTest testisZeco(Money Test. java: 137)

fEParasoftiliif{455R F B el Polarion Issue  7EPolarion - E#iEid Parasoft4E B AT FBFMCABIGIE RS K

“-

Risk/Impact: Undefined

Due Date:
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CASE STUDY: VW Group

o Brucary ‘ v E3 (End-to-End Electronics) MEB Architecture that will be used in the
ot BENTLEY 4
next 10-15 years for all their cars.

- i‘f ' (" 4\ ' @ . Challenge: Benefits:

PO - (PO —

Modemization of software development * Full support for 15026262 Static Analysis

and testing platform triggered the need and Unit Testing requirements in one
to acquire best-of-breed product for tool

safety critical and security standards :

including MISRA 2012, CERT C, CERT * Support for gontameruzed development
C++, AUTOSAR C++14, 15026262, and test environment

* Responsive and agile product team

* Integrated support for MISRA and

Solution: AUTOSAR standards

Modern, open architecture of C/C++test, ( \
combined pattern, flow and metrics Parasoft Complete Quality Suite

analysis combined with unit testing +
coverage in one vendor solution, ability —

of custom rules creation with \
; . API Test

RuleWizard, enterprise CI/CD Unit Testing Static “ g

: . . 4 Analysis .

integration, leading combination of

safety critical and security solutions,
advanced reporting and analytics (DTP). /

“Parasoft is the only company that provides everything to fulfill
complete ISO26262 requirements.”




PARASOFT

Perfecting software

BRI EIES!

We help our customers mitigate risk, drive higher software quality, and achieve their corporate objectives.
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CSASRHEIT 4R

« CSA Group is one of the largest standards development organizations in North America

- CSARHIRIEERKIFEARZINMZ—, AFIAFREZLSZSE, DNSTMRERRERS, B
A1 2 EE AL

« World-famous certification body in Testing, Inspection and Certification;
« 2IKRFMAZINENAY, BTN, KR, JAIE;

» Accredited and recognized by numerous organizations around the world: SCC, OSHA, ANSI,
IEEECB, ATEX, EMC, RED, etc.

- HEBEITEANEZERIZN, #SCC, OSHA, ANSIZ;

3,000+ 100+5 14021
b
AHRHLEHRE MRS Elfrmhiz
BITAIEA, LERHREEE N BT AR, DR EEEERERER, FREF, B TREIRIAERS, DIETALHRIU0SATS,
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THE CONFIDENCE TO GET IT RIGHT THE FIRST TIME
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[ 4R Creates product/f= ga & /=

i we (et T Decides where product will be sold/}R7E /= fn B 5
Adopts Codes and Product Standards/3E20;% 8 5 R AE iy P REmBE
Recognizes Certification Schemes/#it/EINIETZ FF , : s
Recognizes work performed by Accredited CB’s/iART 814/l Must comply with regulations/F&{RFF & 2L

HIE

o Manufacturer / &8

O >
Accreditation Body /3% RE %14 O Q Certification Body / IAUE#114

Recognized by Regulatory Body/H s & #LIAIAFT Gains Accreditation for Certification Scheme/3xEX
Assesses CB’s compliance with Certification MRLGMES R

Scheme/EZIMEVHE TIEEFRFE Evaluates Products/iE{4 7= S

Gets Direction from Reg. Body/lsE##415F T Makes Statement of Conformity/$fi & #F & 4IE 5}
1 =HA

Regulatory Body / & 4144
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The Role of the AHJ

Authority having jurisdiction (AHJ) — the organization,
office, or person authorized to determine what electrical
equipment, appliance, or device may be installed, used, or
sold within their area of jurisdiction.

(From SPE-1000-21)
Authority Having Jurisdiction (AHJ) — An organization,
office or individual responsible for enforcing the

requirements of a code or standard, or for approving
equipment, materials, an installation, or a procedure.

R JRISDCTION

(SPSE8Lr  ©2022 CSA GROUP TESTING & CERTIFICATION INC. | HRAHTA.
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Access to Canada

CE Code and use of “Approved ” equipment

“Approved (as applied to electrical equipment) — are enforced through regulation and
a)equipment that has been certified by a certification Inspection
organization accredited by the Standards Council
of Canada in accordance with the requirements
of ... SR S50 S o
b)equipment that conforms to the requirements of @
the regulatory authority (see Appendix B). Cosmndio Elccixical Conle. Dust X
Notes: Safety Standard for Electrical Installations
1) This is the Canadian Electrical Code, Part | 22
definition.

2) Item b) covers field-evaluated equipment.”

From CSA C22.1

< CSA
sp GROUP ©2022 CSA GROUP TESTING & CERTIFICATION INC. | RR#UFFE .



Access to United States

“Approved. Acceptable to the authority having
jurisdiction.

Labeled - Equipment or materials to which has been
attached a label, symbol, or other identifying mark of
an organization that is acceptable to the authority
having jurisdiction and concerned with product
evaluation, that maintains periodic inspection of
production of labeled equipment or materials, and by
whose labeling the manufacturer indicates
compliance with appropriate standards or
performance in a specified manner.”

From NFPA 70

( CSA
sp GROUWUP™ ©2022 CSA GROUP TESTING & CERTIFICATION INC. | KEAZFTH

44,000+ AHJ

NFPA 70

National
Electrical
Code

2020
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527 T3 S R

TS l
S| Special inspection USFE US field evaluation
pilik PE27 Y EEIFITME
R W
SPE-1000-21FAtH K /= minA NFPA 790, NFPA 791, ANSI/UL

BAHR = minE

= =
REBH5008/B1S /4% BRE=E

it iR
RIEMIF. CSASIRE . HiEEIl AEEMPS. FER. CSALRE

B IEE AT
TR = 7

CAN-Special LA, CSAKEE. HliEH, HiEE KIFBAHIERK
Inspection

SPECIAL INSPECTION SERVICE U.S. FIELD EVALUATION

CSA

TR ooy This evaluation is limited to
ol s B@ souaianre o product and site requirements @
- Tenactad o s sl of the lecal AHJ and does not
U . S F I e I d %4;.2;@ it el o constitute product cerlification. -

(LA TORRATS
(A0

— wiww.csagroup.org )
SERVICE D'INSPECTION SPECIALE 1-866-707-4272  Fied Fualuation

Evaluation
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